PROXCENTER

Rapport Enterprise

Rapport Sécurité

Rapport de sécurité

Période du rapport

15/01/2026 - 22/02/2026

Généré le

22/02/2026 18:45

Généré par ProxCenter Enterprise
ID du rapport: aald7868



PROXCENTER Rapport SA©curitA©

I Résumeé de sécurité

86 0 0 86

Total CVEs Critique Haute Moyenne

Ce rapport de sécurité fournit une analyse des vulnérabilités de votre infrastructure Proxmox pour la période du
15/01/2026 au 22/02/2026. Un total de 86 vulnérabilités ont été détectées sur 2 noeud(s), dont O critiques et 0 de
haute sévérité nécessitant une attention immédiate.
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I Toutes les vulnérabilités

Showing 50 of 86 vulnerabilities

CVE ID

CVE-2025-14831

Paquet Installé Corrigé dans Seévérité

libgnutls-dane0t64  3.8.9-3+deb13ul 3.8.9-3+deb13u2 medium

CVE-2025-14831  gnutls-bin 3.8.9-3+deb13ul 3.8.9-3+deb13u2 medium
CVE-2025-14831  libgnutls30t64 3.8.9-3+deb13ul 3.8.9-3+deb13u2 medium
CVE-2026-22695  libpngl16-16t64 1.6.48-1+deb... 1.6.48-1+deb... medium
CVE-2026-22801  libpngl6-16t64 1.6.48-1+deb... 1.6.48-1+deb... medium
CVE-2026-25646 libpng16-16t64 1.6.48-1+deb... 1.6.48-1+deb... medium
CVE-2025-30472  corosync 3.1.9-pve2 3.1.9-2 medium
TEMP-0000000-DBC inetutils-telnet 2:2.6-3+deb13ul 2:2.6-3+deb13u2 medium
CVE-2025-68973  gpg-wks-client 2.4.7-21+b3 2.4.7-21+deb... medium
CVE-2025-13878 bind9-libs 1:9.20.15-1~... 1:9.20.18-1~... medium
CVE-2025-68973  gnupg-utils 2.4.7-21+b3 2.4.7-21+deb... medium
CVE-2025-9820 gnutls-bin 3.8.9-3 3.8.9-3+deb13ul medium
CVE-2025-14831  gnutls-bin 3.8.9-3 3.8.9-3+deb13u2 medium
CVE-2025-12748  libvirt-110n 11.3.0-3+deb... 11.3.0-3+deb... medium
CVE-2025-13193  libvirt-I10n 11.3.0-3+deb... 11.3.0-3+deb... medium
CVE-2025-12748 libvirt0 11.3.0-3+deb... 11.3.0-3+deb... medium
CVE-2025-13193  libvirt0 11.3.0-3+deb... 11.3.0-3+deb... medium
CVE-2025-14087 libglib2.0-0t64 2.84.4-3~deb... 2.84.4-3~deb... medium
CVE-2025-13601 libglib2.0-0t64 2.84.4-3~deb... 2.84.4-3~deb... medium
CVE-2025-14512  libglib2.0-0t64 2.84.4-3~deb... 2.84.4-3~deb... medium
CVE-2025-68973  gpg 2.4.7-21+b3 2.4.7-21+deb... medium

CVE-2026-22796

CVE-2025-15467

CVE-2025-11187

CVE-2025-68160

CVE-2025-69419

CVE-2025-66199

CVE-2025-15468

CVE-2025-69420

CVE-2026-22795

CVE-2025-15469

openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium

openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
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Noeud

guenievre
guenievre
guenievre
guenievre
guenievre
guenievre
guenievre
guenievre
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot

lancelot
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CVE-2025-69418

CVE-2025-69421

CVE-2025-14087

CVE-2025-13601

CVE-2025-14512

CVE-2026-22695

CVE-2026-22801

CVE-2026-25646

CVE-2025-13878

CVE-2025-9820

CVE-2025-14831

CVE-2025-13878

CVE-2025-9820

CVE-2025-14831

CVE-2025-10158

CVE-2025-68973

CVE-2025-68973

CVE-2026-22796

CVE-2025-15467

openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium

openssl-provider-leg 3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium

libglib2.0-data
libglib2.0-data
libglib2.0-data
libpng16-16t64
libpng16-16t64
libpng16-16t64
bind9-host
libgnutls30t64
libgnutls30t64
bind9-dnsutils
libgnutls-dane0t64
libgnutls-dane0t64
rsync

gnupg-110n

gnupg

openssl|

openssl|

2.84.4-3~deb...
2.84.4-3~deb...
2.84.4-3~deb...
1.6.48-1+deb...
1.6.48-1+deb...
1.6.48-1+deb...

1:9.20.15-1~...

3.8.9-3

3.8.9-3

1:9.20.15-1~...

3.8.9-3
3.8.9-3
3.4.1+ds1-5
24.7-21

2.4.7-21

2.84.4-3~deb... medium
2.84.4-3~deb... medium
2.84.4-3~deb... medium
1.6.48-1+deb... medium
1.6.48-1+deb... medium
1.6.48-1+deb... medium
1:9.20.18-1~... medium

3.8.9-3+deb13ul medium
3.8.9-3+deb13u2 medium
1:9.20.18-1~... medium
3.8.9-3+deb13ul medium

3.8.9-3+deb13u2 medium

3.4.1+ds1-5+... medium
2.4.7-21+deb... medium
2.4.7-21+deb... medium

3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium

3.5.4-1~deb13ul 3.5.4-1~deb13u2 medium
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lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot
lancelot

lancelot
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I Vulnérabilités par noeud

guenievre (8 CVES)

Critique: O | Haute: O | Moyenne: 8 | Basse: 0

CVE ID

CVE-2025-14831

CVE-2025-14831

CVE-2025-14831

CVE-2026-22695

CVE-2026-22801

CVE-2026-25646

CVE-2025-30472

Paquet
libgnutls-dane0t64
gnutls-bin
libgnutls30t64
libpng16-16t64
libpng16-16t64
libpng16-16t64

corosync

TEMP-0000000-DBCAO inetutils-telnet

lancelot (78 CVESs)

Critique: O | Haute: O | Moyenne: 78 | Basse: 0

CVE ID

CVE-2025-68973

CVE-2025-13878

CVE-2025-68973

CVE-2025-9820

CVE-2025-14831

CVE-2025-12748

CVE-2025-13193

CVE-2025-12748

CVE-2025-13193

CVE-2025-14087

CVE-2025-13601

CVE-2025-14512

CVE-2025-68973

CVE-2026-22796

CVE-2025-15467

CVE-2025-11187

Paquet
gpg-wks-client
bind9-libs
gnupg-utils
gnutls-bin
gnutls-bin
libvirt-110n
libvirt-110n
libvirto
libvirtO
libglib2.0-0t64
libglib2.0-0t64
libglib2.0-0t64
arg
openssl-provider-legacy
openssl-provider-legacy

openssl-provider-legacy

Seévérité
medium
medium
medium
medium
medium
medium
medium

medium

Sévérité
medium
medium
medium
medium
medium
medium
medium
medium
medium
medium
medium
medium
medium
medium
medium

medium
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Corrigé dans
3.8.9-3+deb13u2
3.8.9-3+deb13u2
3.8.9-3+deb13u2
1.6.48-1+deb13u2
1.6.48-1+deb13u2
1.6.48-1+deb13u3
3.1.9-2

2:2.6-3+deb13u2

Corrigé dans
2.4.7-21+deb13ul
1:9.20.18-1~deb...
2.4.7-21+deb13ul
3.8.9-3+deb13ul
3.8.9-3+deb13u2
11.3.0-3+deb13u2
11.3.0-3+deb13u2
11.3.0-3+deb13u2
11.3.0-3+deb13u2
2.84.4-3~deb13u2
2.84.4-3~deb13u2
2.84.4-3~deb13u2
2.4.7-21+deb13ul
3.5.4-1~deb13u2
3.5.4-1~deb13u2

3.5.4-1~deb13u2
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CVE-2025-68160

CVE-2025-69419

CVE-2025-66199

CVE-2025-15468

openssl-provider-legacy
openssl-provider-legacy
openssl-provider-legacy

openssl-provider-legacy

medium
medium
medium

medium
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3.5.4-1~deb13u2
3.5.4-1~deb13u2
3.5.4-1~deb13u2

3.5.4-1~deb13u2
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I Recommandations de sécurité

» 31 package(s) have fixes available. Apply updates with: apt update && apt upgrade on affected nodes.
* Run regular CVE scans to monitor for new vulnerabilities.

 Consider implementing automatic security updates for critical patches.
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